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https://tokamak.network/paper/tech-paper_en.html
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https://www.blockchain.com/btc/address/1A1zP1eP5QGefi2DMPTfTL5SLmv7DivfNa
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https://www.blockchain.com/btc/address/1A1zP1eP5QGefi2DMPTfTL5SLmv7DivfNa
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https://www.blockchain.com/btc/address/1A1zP1eP5QGefi2DMPTfTL5SLmv7DivfNa
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We Need Private Transaction in Public Blockchain!
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ZKDai Background

- SW 1H
- Why : ERC20 Private Transaction
- What : Secret recipients and hidden value transaction using zkSnarks
- Who : Arpit Agarwal, now work at Matic.network(Plasma Team)
- When:Dec7-9, 2018
- Where : EthSingapore Hackaton
- How: (22)

- A& XA (zk-snarks + MakerDAO + ERC20)
- https://media.consensys.net/introduction-to-zksnarks-with-examples-3283b554fc3b
- https://medium.com/@VitalikButerin/quadratic-arithmetic-programs-from-zero-to-hero-f6
d558ceab49
+ https://docs.google.com/presentation/d/1EAolw_oxb410aMpM10OZTNCetN1E834aMWn
Zt9hS5Ah4/edit?usp=sharing f,///)\) Tokamak Network



https://github.com/atvanguard
https://matic.network/
https://ethsingapore.devpost.com/
https://media.consensys.net/introduction-to-zksnarks-with-examples-3283b554fc3b
https://medium.com/@VitalikButerin/quadratic-arithmetic-programs-from-zero-to-hero-f6d558cea649
https://medium.com/@VitalikButerin/quadratic-arithmetic-programs-from-zero-to-hero-f6d558cea649
https://docs.google.com/presentation/d/1EAoIw_oxb41oaMpM1OZTNCetN1E834aMWnZt9hS5Ah4/edit?usp=sharing
https://docs.google.com/presentation/d/1EAoIw_oxb41oaMpM1OZTNCetN1E834aMWnZt9hS5Ah4/edit?usp=sharing

IDEA : Re-constructing Transaction Topology

l
\ .

- B ~OP

Ethereum transaction —— Mixer event/Encrypted broadcast --——»

O Ethereum account Q Mixer

2/1)3 Tokamak Network



NEEIEA=

Note = (pk, v);

pk := publicKey of the note owner
v := value of note in dai

A Note is on the chain as [Hash(Note), Encrypt(Note)]

encrypted with the pk of the note owner — 221 T EZE )| 2ollA 2 &

Let’s call Hash(Note) as the secret note

To spend a note zk-prove that you own
1. secretKey (sk) that corresponds to pk
2. value of the note

Generate 2 new notes
N1 = (receiverPk, v’) and N2 = (pk, v - V')

send (zkProof, encrypt(receiverPk, n1), encrypt(pk, n2)) as transferNote transaction payload

>
10

A
OllT|
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ZKP= (™ AN Z SHa=I1? (1)

1. Li=(pk1) AIZX = E10 CHet A= R 2 Al ol!
2. v=V +changeT & &lol!

3. NN E2= PKk22 SIHIIE S
4. A H

off A= /!
| A EE32 Li(pk1)2 Soll = HS !
LE2-=
LCE1= (pk2, V)
(pk1, v)
LCE3=

(pk1, change)
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newNotel: 27 #0| S HMANESE) L E
J

newNote2 : AR #S 5
sk: 0l & =E9 JjolI]
v: & EO KtoH

receivePk : &= L E A XOl 243

V:HESE L EO| KtoH

Ok
ol

change : I -E - NS LE =S

L O

2
H”
m
|0
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12
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ZKPES 0@ o1 AFS S8 51=01? (3)

C(oldNote, newNote1, newNote2, sk, v, receiverPk, v’, change) {
pk = computePublicKeyfromSecret(sk)
oldNote == sha256(pk, v)
v ==V’ + change
newNote1 == sha256(receiverPk, v’)
newNote2 == sha256(pk, change)

return 1

}

oldNote, newNotel, newNote2 = IH= 2! II2t0|E (LAMNE ALK L

o
12
=
min
O

LIXI &S

~

— why? Note = hash(pk, v) 0| 0| [{ & P
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ZK Proof2| O : 52| =X}

179426333,
181327921,
198492781,
533001793,
334216237
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ZK Proof2| O} &

[ UE(pkt) AR Eqe] g
170426333, 2FAA7} FA s
181327921, 5(2 £ E I = 3(=E19]
198492781, :> WA+ 2(=E29] dd7pholxn
533001793,

kEa2= Pk29 3N7]E
334216237 %1 ?ﬁ%yﬁ_o%;kz«l 717

A AP x=EzL Y(pk1)S E3
TS0 % of!
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ZK Proof2| O} &

[
179426333, L2-
181327921, e (231, 3)
1908492781, > (@, 5)
533001793, LeEs=
334216237 (B2, 2)
]

zk-S(Succinct)nark
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LOE HEHE=CHEHN EEE D

enum State {Invalid, Created, Spent} /=

= Of 2FEH

&HEH E mapping

mapping(bytes32 => State) public notes; //'= & Al 2t =
E 9| encryptst g

AP LE

string[ ] public allNotes; //2t =

bytes32[ ] public allHashedNotes; /2t =

T E1
Created

HA)F T AFZ 01 2 (State)

ANIAREE (L
encrypt(AI 2 L E)

=ot=Jt?
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https://github.com/atvanguard/ethsingapore-zk-dai/blob/9e4a696abb3ecc36eef0838b742e78349bec9d29/ethereum/contracts/SecretNote.sol

=ot=Jt?

HEH EE D

= D-|EB|-IEL
—/ —

A Of
enum State {Invalid, Created, Spent} //'= = 2| AHEH
mapping(bytes32 => State) public notes; //mapping of hash of the note to state
string[] public allNotes; /2t = H & = = E2| o Al
| 2= = EE pkZ encryptet (& =] ey
= Created
L E5
Created

bytes32[] public allHashedNotes; //2t= O &
T E1 Spent
Spent
LT ES3
Created o
‘}//})\) Tokamak Network

of Al)2t Z1 AtE 4 2 (State)
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https://github.com/atvanguard/ethsingapore-zk-dai/blob/9e4a696abb3ecc36eef0838b742e78349bec9d29/ethereum/contracts/SecretNote.sol

1. AN E204 StE0iH el= A AN THE =1(Proof)S Ml 3ot D
2. LE1S HOIM “AIRE"C 2 "R 1D
3. LE23S =S “0IARE’O2 =D|5etHC}

S HEBEQY I2E 0l WY IHXDE St SR0H BREX 24
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https://github.com/atvanguard/ethsingapore-zk-dai/blob/9e4a696abb3ecc36eef0838b742e78349bec9d29/ethereum/contracts/SecretNote.sol#L75-L105

function transferNote(
uint[2] a,
uint[2] a_p, _A D |- _E
uint[2][2] b, A = _I
uint[2] b_p, —_,-,-
uint[2] c, ——TT —
uint[2] c_p,
uint[2] h,
uint[2] k,
uint[7] input,

string encryptedNotel,
string encryptedNote2
)l

verifyTx(a, a_p, b, b_p, ¢, c_p, h, k, input),

'Invalid zk proof'

bytes32 spendingNote = calcNoteHash(input[@], input[1]);
// emit debug(spendingNote, bytes32(0));
require(
notes[spendingNote] == State.Created,
'spendingNote doesnt exist'
);

notes [spendingNote] = State.Spent;

bytes32 newNotel = calcNoteHash(input([2], input([3]);
createNote(newNotel, encryptedNotel);

bytes32 newNote2 = calcNoteHash(input[4], input[5]);
createNote(newNote2, encryptedNote2);

7///)\) Tokamak Network


https://github.com/atvanguard/ethsingapore-zk-dai/blob/9e4a696abb3ecc36eef0838b742e78349bec9d29/ethereum/contracts/SecretNote.sol

function transferNote(
uint[2] a,
uint[2] a_p, _A D |- _E
uint[2][2] b, _I
uint[2] b_p, AL
uint[2] c, ——TT —
uint[2] c_p,
uint[2] h,
uint[2] k,
uint[7] input,

string encryptedNotel,

string encryptedNote2

H

N a ap= AEUS 22 LIAA HX].?

r

et Itet0l e JF 254HI E SOl

verifyTx(a, a_p, b, b_p, ¢, c_p, h, k, input), — zokratesZ # X
t OIS “28H|E 2IHN” At S

I
'Invalid zk proof' X 256t= 2+

bytes32 spendingNote = calcNoteHash(input[@], input[1]);
// emit debug(spendingNote, bytes32(0));
require(
notes[spendingNote] == State.Created,
'spendingNote doesnt exist'
);

notes [spendingNote] = State.Spent;

bytes32 newNotel = calcNoteHash(input[2], input[3]1);
createNote(newNotel, encryptedNotel);

bytes32 newNote2 = calcNoteHash(input[4], input[5]);

createNote(newNote2, encryptedNote2); ;i'— T
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https://github.com/atvanguard/ethsingapore-zk-dai/blob/9e4a696abb3ecc36eef0838b742e78349bec9d29/ethereum/contracts/SecretNote.sol
https://blog.decentriq.ch/proving-hash-pre-image-zksnarks-zokrates/

function transferNote(
uint[2] a,
uint[2] a_p, .
izl Problem - Verify Too Costl
uint[2] c,
uint[2] c_p,
uint[2] h,
uint[2] k,
uint[7] input,
string encryptedNotel,

string encryptedNote2

verifyTx(a, a_p, b, b_p, ¢, c_p, h, k, input), ——'
'Invalid zk proof' 700,000,000 GAS

bytes32 spendingNote = calcNoteHash(input[@], input[1]);
// emit debug(spendingNote, bytes32(0));
require(
notes[spendingNote] == State.Created,
'spendingNote doesnt exist'
);

notes [spendingNote] = State.Spent;

bytes32 newNotel = calcNoteHash(input[2], input[3]1);
createNote(newNotel, encryptedNotel);

bytes32 newNote2 = calcNoteHash(input[4], input[5]);
createNote(newNote2, encryptedNote2);
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Current Block Gas Limit - 800,000,000

Block

7927260

7927259

7927258

7927257

7927256

7927255

7927254

7927253

7927252

7927251

7927250

Age

41 secs ago

43 secs ago

45 secs ago

50 secs ago

1 min ago

—_

min ago

=t

min ago

-

min ago

Py

min ago

i

min ago

2 mins ago

Txn

37

65

10

152

80

53

148

24

102

59

144

Uncles

Miner

Ethermine

Nanopool

F2Pool 2

Spark Pool

0x11905bd0863ba5...

Spark Pool

Spark Pool

F2Pool 2

Ethermine

MiningPoolHub

Ethermine

Gas Used

3,254,762 (40.68%)
7,951,924 (99.35%)
ﬂ 9,768 (20.22%)
7,983,441 (99.75%)
7,940,730 (99.26%)
7,634,789 (95.37%)
7,982,670 (99.76%)
1,_192,354 (14.89%)
7,996,266 (99.95%)

7,979,201 (99.74%)

7,904,825 (98.81%)

— —_— _——
I Gas Limit

I 8,000,000

| sooser7

I 8,011,664 I
I 8,003,849 I
l 8000020 |
I 8,005,618 I
|
I 8,001,738 I
I 8,007,811 I
I 8,000,000 I
: |
8,000,029
: |
8,000,000
|

= - -

Avg.Gas Price

5.98 Gwei

2.13 Gwei

5.71 Gwei

5.27 Gwei

1.04 Gwei

3.14 Gwei

1.51 Gwei

10.35 Gwei

8.53 Gwei

1.26 Gwei

8.51 Gwei

Reward

2.01947 Ether
2.01692 Ether
2.00925 Ether
2.04211 Ether
2.00823 Ether
2.02394 Ether
2.01208 Ether
2.01233 Ether
2.06817 Ether
2.01001 Ether

2.06728 Ether
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Scalability::
we need decentralized and turing complete Layer 2

Block # 7927260

Secret Note

Transfer( )
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Scalability::

we need decentralized and turing complete Layer 2

Plasma Contract
(Decentralized

Exchange)
Plasma Contract
(Private ——%
Blockchain)

Plasma Contract
(Social Network)

Root Chain

(e.g. Ethereum)

/

(_

Plasma Contract
(Micropayments)
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EotS =S A010 =5

e

Requestable + Secret Note + Dex

(Z2HOIBIAl HaH2)

Ethereum Mainnet Plasma
Enter

Secret Secret Trade

Requestale _ Requestable Secret
ERC20 Exit ERC20 Note
(Token) (Note) Decentralized

Exchange
OlHcl= tel A el Z 2t A 0t Al 2!
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https://tokamak.network/
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2. ZKP 2X& =H
a. OlLI& A0l toxic wasteE St
b. witnessE 2t=E= HAO| 220 A
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2

de AelJ? - MPC

2=t

HH RS0l A H, FH=
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[o—

NMBIAJER

Jorym >

3. DexZ2 Al
a. zokrates@ # X|J} K|
— eWasmz

0

1ot= ct0lEd eIt B Al 2 S.
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Test & Script

https://github.com/Onther-Tech/zk-ERC20
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https://github.com/Onther-Tech/zk-ERC20

Demo - Setup Architecture

Zokrates Docker Container

/home/zokrates/zk-related /

npm run zokrates:compile &&
npm run zokrates:setup &&
npm run zokrates:export-verifier

1. Clel&ER 28
2. 20

/ ~ Repo-directory/zk-related/

| A verifier Z1 E &

out
proofjsen—E-ALOICHSkpreof
verification.key : verifier3|
witness

out.code

proving.key : prover 7|

verifier.sol : HI2ZI IO ZHEHE
zk-circuit.code : * &2 A3l D&

HE IHE 44
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Demo - Transfer Note Logic and Architecture

Zokrates Docker Container

/home/zokrates/zk-related /

npm run zokrates:compile &&
npm run zokrates:setup &&
npm run zokrates:export-verifier

/ ~ Repo-directory/zk-related/

1.CreateDummy( )

Note # 0
(Accounts[0], 5)

\l

out

verification.key : verifier3|
witness

out.code

proving.key : prover 3|
verifier.sol : HI2|It0|{ ZESHE
zk-circuit.code : 2 A3 D&

?///)\) Tokamak Network



Demo - Transfer Note Logic and Architecture

. ~ Repo-directory/zk-related/
Zokrates Docker Container / __________________
_______________ I

: 1.CreateDummy( ) i Note # 1 i
home /2o krntes sk el ated / | ' (Accounts[1], 3) |

| Nete#0 | '

I

|

|

|

npm run zokrates:compile &&
npm run zokrates:setup &&
npm run zokrates:export-verifier

Note # 2

|

|
out e |
8t proof Vo

roof.json : 4t
verification.key : verifier3|
witness 2. Make Witness — Proof.json I} 2 244
out.code
proving.key : prover 3|
verifier.sol : 2| Lt0| O A ESHE
zk-circuit.code : 2 A3 D&

?///)\) Tokamak Network



Demo - Transfer Note Logic and Architecture

. ~ Repo-directory/zk-related/
Zokrates Docker Container / __________________
_______________ I

: 1.CreateDummy( ) i Note # 1 i
home /2o krntes sk el ated / | ' (Accounts[1], 3) |

| Nete#0 | '

I

|

|

|

npm run zokrates:compile &&
npm run zokrates:setup &&
npm run zokrates:export-verifier

Note # 0

|

|
out e |
8t proof Vo

roof.json : 4t
verification.key : verifier3|
witness 2. Make Witness — Proof.json I} 2 244
out.code 3. Proof.json2| proofE 0| Z4ll transferNote() &+ S =
proving.key : prover 3|
verifier.sol : 2| Lt0| O A ESHE
zk-circuit.code : A& A2 Z&
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Demo - Transfer Note Logic and Architecture

. ~ Repo-directory/zk-related/
Zokrates Docker Container /
1.CreateDummy( ) Note # 1
/home/zokrates/zk-related / (Accounts[1] 3)
)
Nete #0
npm run zokrates:compile && (7 tGGGHIIk‘SEQ], 5)
npm run zokrates:setup && Note # 0
npm run zokrates:export-verifier
(Accounts[0], 2)
out
roof.json : 4t St proof
verification.key : verifier3| _
witness 2. Make Witness — Proof.json I} 2 244
out.code 3. Proof.json2| proofS 0| 20l transferNote() &+ S =
proving.key : prover 3|
verifier.sol : 2| Lt0| O A ESHE
zk-circuit.code : A& A2 Z&
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More Layer 2 Infomation?

https://tokamak.network/kr
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https://tokamak.network/kr
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