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TEEvault - Blockchain Key Management Solution
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“A chain is only as strong as its. weakest link”
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The weakest link is key management.
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TEEvault £ A — 1. TEE Protection

TEE (Trusted Execution Environment; 4
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TEEvault 2 1AIE - 2. Insider Proof
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TEEvault 2 A2 - 3. Fail Safe
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4. Threshold Signature
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Two Key Protection Mechanisms

| ,\<<<5, Trusted Execution
Environment

¢/ Secure execution environment
(Protected memory and storage)

v/ Protection from physical adversary

¢/ Protection from infected host
(malicious process, OS, hypervisor)

v Hardware-enforced security

Crypto Technology

v Multi-party computation technique
(in particular, threshold signature)

v/ Safety net from device failure or loss
¢/ Distributed risk across multiple locations

¢/ Threshold characteristic - robust and
tolerant

Two orthogonal mechanisms are combined to deliver maximum security




Three Phases
of Data

Disk (HDD, SSD)

In transit

Network (LAN, WAN)

Memory (RAM)

File server,
DBMS

Web server,
server applications

Any application

Volume encryption,
File encryption,
DB encryption

TLS/SSL,
|Psec,
VPN protocols




TEE Usage Example

Runtime memory (RAM)
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TEE encrypts runtime memory of existing applications,

Credit card

number exposed!

Runtime memory
encrypted

protecting sensitive information (Pll, finance, private key) from advanced threats.
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ThresholdSig

SingleSig

* An account depends on single private key

MultiSig

« t-of-n approval security

« Requires platform support
« Higher transaction fee

ThresholdSig

« t-of-n approval security

* Platform-independent
« Configuration is invisible to the blockchain




Recap: Secret Sharing

v Ex) Shamir's Secret Sharing (SSS)
v Split a private key into multiple shares
v Recover the original private key to sign a message

Split into n shares Recover from t of n shares
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Threshold Signature

v Split a private key into multiple shares

v Collaboratively calculate signature
v Private key shares are never exposed to other participants
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Trustworthy security solution

ror digital assets

&5 TEEVauLt

Blockchain Key
Mangement Solution
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System Architecture

Safe as much as you connect
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System Architecture

Robustness tripled

J
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System Architecture

Trusted Exesution
Environment(TEE)

ECDSA

Secure RNG

Secure Storage

Secure |/O

Secure 05

Hardware Key =0

CPU

Rich{Normal/Untrusted)
Execution Environment
(REE)

Application

Network

File System

Untrusted 1/0

Untrusted OS

Hardware-enforced security
boundary
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Components

TEEvault Core

o m

TEEvault Bridge

T
i)

Backup Device

V- 4

8 00

Docs & Manual

PDF

2u rack mount
TEE-based key storage

1u rack mount
Manager & Monitor

Portable backup device
TEE-based key storage

APl documentation
Installation Manual

Client
Applicaton Server

TEEvault Bridge

TEEvault Core

LAN
LAN
T
LAN
| . Ll
Y v |

Admin
Console

! Backup Device
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Features
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TEEvault vs. Traditional HSM

TEEvault

Traditional HSM

BIP-32
key deriviation

Securly computed inside the trusted execution
environment (TEE)

Not implemented in HSM. Must be
done manually outside HSM.

Crypto algorithms

Supports secp256k1, secp256rl, ed25519.
Covers significant amount of blockchain
protocols.

Mostly supports secp256rl and
secp256kl. Some blockchains like
Ripple and Stellar are not supported.

Threshold
sighature

Implemented for secp256k1.
Supports arbitrary k-of-n setup.

Not supported

= Built-in redundancy in every TEEvault Core
» Threshold signature provides cryptography-
level redundancy and security
Dedicated backup device securely stores
keys.Admin cannot see its content inside
TEE

Backed up using multiple HSM
devices with client’'s manual effort.
Backup files should be transferred
through public Internet

Storage capacity

More than 100k ECDSA keys

Usually limited to 1k ~ 100k keys




Vision
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TEEware

https://www.teeware.kr

contact@teeware.kr
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